Analog vs. IP Technologies

The Bllowing diagrams depict the basic setup of an analog camera system and anetwork-based,
or IP camera system.
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In the traditional analog CCTV apphcation secunty cameras captire an analog video signal and
transfer that signal over coax cable to the Digttal Video Recorder (DVR). Each camera may be
powered by plugging m the power supply right at the camera or by using RG359 Siamese cable
which bundles the video and the power cables. The DVR converts the analog signal to digital
compresses it and then stores t on a hard drive for later retneval. Intelligence is built into the
DVR to handle such things as scheduling, motion detection. and digtal zoom. Monitors for
viewing the video are connected to the DVE. or it can be setup to publsh over an internal
network ©or viewing on PCs. The DVR can ako be set up to broadcast over the Internet and can
add password protection and other featres. When broadcastng over the Inmternet, the video for
all ofthe cameras is transmitted as one stream (one IP address). Therefore, it is very efficient.
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In the IP wotld, each network camera captures an analog image but immediately converts it to
digtal inside the camera Some digital processing can happen right at the camera, such as
compression and motion detection. The digital video stream is then broadcast over the IP
network wsing Ethernet (CATS) cable. The power supply may be plugged in at the camera or can
berun over the ethemet cable by wsing Power-Over-Ethernet (POE) adapters. The CATS cable
for each camera is plugged mto a switch which feeds into the network hub. As with all network
devices. some set-up needs to be done for each network camera to set up its IP address and other
identifying attributes.

Software is required on each PC that vou want to view the cameras or playvback wvideo. Another
high powered PCis set up with the appropriate software to record the cameras. Since
comimmication standards are not consistently followed m this mdustry vet, the viewing and
recording sofiware nmst be purchased from the same vendor that sells the IP cameras. This can
make switching or mixing camera vendors very expensive.

The IP camera signal is broadcast over the Internet in the same way that a DVR stgnal 1s.
However, each camera £ a separate stream and has is own IP address or port. This can greatly
affect bandwidth as we'l see below. When viewing remotely each camera can bepulled wp
mdividually by s TP address. If vou want to see all of the cameras side-by-side, addmonal
software (again, from the same camera vendor) nmst be installed.

Which approachis more cost-effective?

For now, mstalling analog cameras coupled with DVESs is the most cost-effective approach for
most security applications. Later on, acouple of scenarios will be mtroduced whereby an IP-
based sohmion might be less expensive.

A typical medum quality analog dome camera seélls retail for about $100 to $200. A smmilar
quality IP camera sells for at least twice that amount. Analog cameras are avalable with many
different featwres wvarifocal lenses. high resohtions. and long dstance mfrared, for example.
Finding just the right combmation of £atwes m anetwork camera for vour application might be
difficult and very expensive. Sometimes vou mayv have to buy an analog camera and add a
separate video server to do the job. Single-channel network video servers currently start at about
$300 retail.

IP advocates will point out that a digital video recorder s not required in an IP solmtion. That is
true, but some device will stll be needed to record the camera smages. Typically that requires a
high-powered PC with considerable hard drive space. Offien that will cost as nmch as or more
than a DVE. Even more significant is the price ofthe recording sofiware which tends to be
expensive. Licenses are typically based on number of cameras, and per user.

IP advocates may also pomt out that businesses often have IP networks in place and therefore no
additional cabling or hardware is needed. However, each camera requires aport to phug mto the
switch, so more or bigger switches may need to be purchased. POE adapters might need to be
added. If the existing network will not handle the load ofthe additional network dewvices,
upgrades might need to be made, thereby making the mstallation more expenswve.

Finally, bandwidth on the network needs to be considered. Video uses a lot ofbandwidth. The
bandwidth used by each camera varies by many factors mchuding the resohtion the compression
method, and even the amourt of movement m the field-ofview. As a general mle, a camera
using full CIF (352 x 288) resolution, 30 fames per second (30 fps) and MPEG4 compression
will requre about 720K bits per second (720Kbps). Therefore, if we put 100 IP cameras on a
network, we would use about 72Mbyps more bandwidth. This mumber will double if audio is also
transmitted. It should come as no surpnse, then that some companies have gone so far as to
create an entrely separate IP network just to run thetr camera system

To make bandwidth matters worse for IP - many of the newest IP cameras are coming out with
'megapixel’ resolmtion This is wonderfill fom the standpoint ofhow mmch clarity and field-of
view can be captured, but it comes at ahuge price to bandwidth. A singe 2-megapixel IP
camera, nmning 30 s with MPEG4 compression wil use a whopping 6 5Mbps of bandwadth.
These high-resolution IP cameras also require a great deal of hard drive space to

store the video. The 2-megapixel camera described above would require approximately 67 Gigs
ofhard dnve space to record one dav's worth of video.

It's worth noting that DVRs wil ako use bandwidth if viewed remotely over anetwork.
However, the DVR. will only use bandwidth if people are currently wviewing the cameras.
Otherwise, they will not Furthermore, a DVR will combine several camera images imfo one
video stream vs. a separate video stream for each camera as m IP. For example, atypical 16
camera DVR will combme its camera images and throttle its output to a maximum 360Kbps. To
nm 16 similar IP cameras on a network would generate about 11Mbps

Which approachis better gquality?

There are poor quality components and good quality components no matter which tvpe of system
is used. That bemg said, netwotk cameras do offer some technological advances in the areas of
video quality and wreless mstallations. Analog cameras camnot provide resohion above TV
standards, the maximum bemg about 0.4 megapixel. Resohmion of IP cameras can be many times
higher (currently up to 3 megapixel) and they can capture a clearer image when objects are
moving. This could make adiference m high risk applications such as for casinos and law
enforcement. Wreless comnmmication over IP networks has fewer problems with mterference
and encryption secunty is built mto the technology.

Which approachis easier to install and configure?

If an IP network is already m place at the mstallation site, and it can handle the additional load of
the new cameras, then IP cameras will be easier to mstall If additional RJ-45 jacks are needed to
phag in the network cameras then the mstaller onlv has to nn a CAT-35 cable from the camera to
the nearest switch An mexpensive switch can be mstalled night at the nearest wall jack. In
contrast, each cable for analog cameras nmst be mun all the way back to the DVE. If upgrades
need to be made to an exsting IP network to handle the addtional load, obviowsly the

mstallation would be more difficult

The power for the cameras can be handled fanly easly with ether technology. For IP networks,
use Power-Over-Ethernet (POE) transmitters to send the power through the exsting CAT-3
cable. For analog systems, wse RG39 Siamese cable to combine the video and power cables mto
one jacket. Either way, there is no additional cablng for power. POE can mn 300 feet withowt a
repeater. RG39 can be nm 1000 feet without arepeater.

Once the cabling is m place conficuring the system & less difficult for analog systems. With
amalog vou plug the cameras mto the DVR and you've got video. For IP cameras. you have to
assign each camera anetwork address and open up ports on the router. It's easier to set up
cameras fbr mtemet viewing using a DVER because access is provided to al cameras at once by
using one external IP address to the DVR.

What about wireless?

Analog wireless systems do not work well This s because the government regulates on which
frequencies analog wireless dewvices can nn and how strong the signal can be. Interference from
other wireless devices such as cell phones can cause the camera video to be distorted.
Interference & especially problematic in buildings with florescent lighting.

Dugital IP wireless is much better. The digital transmssion does not get mterference fom other
analog wreless devices, and the 802_11x communication standard used has encryvption bult in

Consequently, there is no problem with unauthorized access to the video.
F or what applications should I considerIP?

IP cameras should be considered for large installation sites that already have a high bandwidth
network mstalled - especially if the cameras will be spread out over a wide area, or if wireless

cameras will be wsed.

For large mnstallations with many cameras, some imnstallers stll prefer amultiple DVR solation to
an [P sohmion Software 1s bundled with higher-end DWVRs that allows vou to view and record
cameras fom muiltiple DVRs. Using analog cameras and multiple DVERs can be less costly than
purchasing many IP cameras along with the required sofiware licenses. The multiple DVR
solution also provides better falover protection. If the network goes downin an IP based system,
video is lost fom all the cameras. If the network goes down in an analog system, the DVRs are
stil recording the cameras. If one DVR has aproblem, only the recorded wideo from the cameras
on that particular DVE. & lost. In contrast, if the recording PC goes down n an IP system, all
video recordmng is stopped.

An even better solution may beto use a hybrid solution which combines the use of analog and TP
technology.



